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ABSTRACT
Cyberbullying among middle school students is a growing problem that is shown to affect psychological development in middle
school youth which can result in self-harm and suicide. Evidence suggests more frequent communication between children and
their caregivers is a protective factor against cyberbullying. The KnowBullying app is designed to increase caregiver and student
communication to prevent bullying. This study examines the effectiveness of the KnowBullying app regarding enhanced
caregiver and child communication and cyberbullying experience reduction in middle school students. Five students and nine
caregivers were given surveys before and after the caregivers downloaded and used the KnowBullying app. The student survey
measured cyberbullying experiences while the caregiver survey measured parental interaction through communication. The
results show a statistically significant increase in caregiver and child communication scores from 13.7778 to 17.1111 (p-value
.017) and an increase in KnowBullying app usage scores from 0 to 1.4444 (p-value .016). Due to only one of the five children
having experience with cyberbullying, no statistical comparison could accurately be conducted on the student results. The
findings suggest the KnowBullying app may help increase caregiver and child communication. Nursing implications include
considering an increase in regular cyberbullying screening in middle-school aged students, offering recommendations for the app
utilization by caregivers, and increasing community and school outreach cyberbullying programs to provide caregivers and
students with tools to prevent and address cyberbullying.
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INTRODUCTION
Patchin and Hinduja (2019) show that lifetime incidences of
cyberbullying of middle and high school students have
increased from 18.8% in 2007 to 36.5% in 2019. A
prominent reason for the increase is easier access to the
Internet worldwide (Zhu et al., 2021). Since 2006 95% of
youth have consistently had access to the Internet
(Nikolaou, 2017). Cyberbullying is a relatively new field of
research; however, cyberbullying is a public health concern
for the behavior, mental health, and development of our
youth (Zhu et al., 2021). Compared to traditional bullying,
victims of cyberbullying show higher levels of anxiety,
depression, and loneliness (Zhu et al., 2021). Cyberbullying
increases suicidal thoughts by 14.3% and suicide attempts
by 6.4% compared to those not experiencing cyberbullying,
with females being more at risk (Nikolaou, 2017). In
addition to self-harm, suicidal thoughts, and suicide
attempts, victims of cyberbullying are also at higher risk of
dropping out of school, developing sleep disturbances, and
develop anxiety (“Preventing Bullying”, 2019). School-aged
children are at particularly high risk for profound
psychological impacts of cyberbullying due to their
developing prefrontal cortexes and lack of ability to control
impulses and emotions compared to fully developed adults
(Ansary, 2020).
Impacts of Social Isolation in Middle School Students

Middle school students are developing in a critical time in
which they explore themselves as individuals, experience
hormonal and physical changes, and develop more sense of
self and autonomy (London & Ingram, 2018). Schools
provide one of the most important developmental
environments to adolescents with peer interactions and
social acceptance. Conversely, adolescence is also a period
where feelings of loneliness peak compared to other ages
(London & Ingram, 2018). Emotional isolation from peers
during adolescence has been shown to lead to negative
long-term mental health effects (London & Ingram, 2018).
COVID-19-Related Isolation and Cyberbullying
The COVID-19 pandemic led to school closures globally
and shifts to virtual learning (Paek et al., 2022). Elmer et al.
(2020) found that children in Switzerland had significantly
higher anxiety, depression, and loneliness after school
closures and they experienced isolation from peers.
Adolescents turned to social media as their primary form of
communication during the pandemic (Paek et al., 2022).
Increased screen time, isolation from peers in-person, and
online activities made adolescents more susceptible to
cyberbullying victimization (Paek et al., 2022). Patchin
(2021) found that cyberbullying behaviors did increase from
2019 to 2021 but not to a statistically significant degree. The
impact of the pandemic related to cyberbullying is still
unfolding and will require further exploration.

Bullying/Suicide Themes in Media
Fear that themes of fictional suicidality or mental health
struggles lead to suicide contagion was popularly noted in
the 1980s when heavy metal band Judas Priest and heavy
metal musician Ozzy Osbourne were sued for the suicides of
several young men (Ferguson, 2021). A meta-analysis by
Ferguson (2019) showed that suicide-related themes in
television, music, and movies did not correlate with an
increase or decrease in suicidality; however, there is
evidence that this could be changing among our youth.
Knopf (2019) explains that the National Institute of Mental
Health found that after the release of the Netflix show 13
Reasons Why (a show centered around a high-school girl
recording 13 tapes explaining why she is committing suicide
with bullying being a major theme), there was a 28.9%
increase in suicides among 10–17-year-old children in the
United States. Homicide rates remained similar to past data
as well as the suicide rates among 18–64-year-olds,
suggesting the effect was mostly seen in 10–17-year-old
children (Knopf, 2019). The increase has not been
determined to be causal, and Ferguson (2021) contrastingly
found that some teenagers experienced a reduction in
depressive symptoms after watching the show. Whether
beneficial, harmful, or indifferent, it seems children and
teens could be looking to media and social media for
comfort or answers to their own experiences with bullying.
Cyberbullying Prevention
Because cyberbullying is a relatively new style of bullying
with its own unique features, such as easier access to
cyberspace and ability to inflict greater psychological harm,
effective methods to prevent cyberbullying are still being
studied (Ansary, 2020). In recent years, more risk factors
and protective factors have been identified. Risk factors for
victimization include a single-parent household, sexual
abuse, negative family environment, low self-esteem, and
high levels of anxiety (Ansary, 2020; Kowalski et al., 2019).
Protective factors include high self-esteem, parental support
and warmth, limited technology use, and positive support
from peers (Ansary, 2020; Kowalski et al., 2019; Zych et al.,
2019). The most effective cyberbullying prevention factors
from a school and community perspective are school-wide
awareness of cyberbullying, no tolerance for cyberbullying
by faculty, family involvement in cyberbullying awareness
in schools and community, and safe neighborhoods
(Anasary, 2020; Kowalski et al., 2019; Zych et al., 2019).
Role of Caregiver/Child Bond in Bullying Prevention
Because children generally spend most of their time in
childhood development around caregivers, the relationship
between caregivers and their children plays a pivotal role in
the development of the children’s social, emotional, and
cognitive development (Wachs et al., 2020). Despite
possibly having a close bond, caregivers might not know
their children are being bullied or at risk of being bullied
(Alfakeh et al., 2021). Evidence suggests that a close
caregiver/child bond is one of the strongest defenses against

cyberbullying by providing the child with secure attachment
patterns and self-perceived confidence (Chen et al., 2021).
Supportive parenting may mitigate victimization effects in
their children as the children are more likely to
communicate with their caregivers (Chen et al., 2021).
Controlling and rigid parenting styles can discourage
reporting of bullying behaviors, furthering potential
psychological damage of the victims (Alfakeh et al., 2021;
Chen et al., 2021).
Mobile Apps for Cyberbullying in Adolescents
For free apps addressing bullying, there are apps such as
KnowBullying, ReThink, Take a Stand Together, Bully
Button, and Speak Up! For Someone (Haas, 2019). Rethink,
Take a Stand Together, Bully Button, and Speak Up! For
Someone all are aimed at child/adolescent usage to monitor
their own potential bullying behaviors, report bullying, and
address bullying behaviors happening to them or to their
peers (Haas, 2019).
KnowBullying is a unique app aimed at caregiver usage
instead of children and teen usage for bullying prevention
(Haas, 2019). KnowBullying is a free mobile app
recommended by the Substance Abuse and Mental Health
Services Administration (SAMHSA) designed for
caregivers to download to help strengthen bonds between
themselves and their children (“KnowBullying Mobile
App”, n.d.). See Appendices A-D for direct screenshots
from the KnowBullying app. With sections separated based
on age range, KnowBullying guides caregivers in initiating
conversations with their children, often conversations
unrelated to bullying, to help promote habitual quality
conversation between the caregiver and child (see Appendix
A) (“KnowBullying Mobile App”, n.d.). The KnowBullying
app also provides guidance for the caregivers and their
children on how to best handle different cyberbullying
situations, which many caregivers say they would welcome
due to feeling unprepared on how best to address
cyberbullying situations (see Appendix C) (“KnowBullying
Mobile App”, n.d.; Mishna et al., 2020). The purpose of this
project is to determine if caregiver use of the KnowBullying
app for six weeks enhances communication between
caregivers and their children as well as if caregiver use of
the KnowBullying app decreases episodes of cyberbullying
in their children.
METHODOLOGY
Design, Participants, and Recruitment
This study was a quasi-experimental before and after design.
Middle school children attending a private school in
Southeast Georgia, and a caregiver for each were eligible for
participation if the caregiver had a smartphone. Sixty-five
packets were sent home with children for review with their
caregivers. Packets included a flyer describing the project,
instructions for caregivers on how to download and navigate
the KnowBullying app, the informed caregiver consent, and
the minor assent. To avoid coercion, all students were asked
to bring back the packet even if it is blank. Due to the
COVID-19 pandemic, research was remote and no physical

interaction with any participants took place. The school
counselor handed out and collected the packets over the
course of a week. Twelve children and twelve caregivers
ultimately signed up to participate. The caregivers were
asked to download the KnowBullying app and use it to help
navigate conversations with their corresponding children
over a six-week period. The packets included screenshots of
features from the KnowBullying app that caregivers were
asked to read and utilize. KnowBullying allows for the
caregiver to set daily reminders to talk to their child that
come with several different conversation starters such as
“What was the best thing that happened to you today”,
“Share one thing that happened today”, “Where would you
go if you could travel anywhere in the world? Why?”.
Caregivers were asked to utilize the reminder setting for at
least once a week as well as specifically review the
cyberbullying section of the KnowBullying app under the
“Prevent and Protect” tab which explains how to prevent
episodes of cyberbullying as well as a section on how to
respond to cyberbullying if their child reports it or the
caregiver discovers cyberbullying of their child (see
Appendix D) (“KnowBullying Mobile App”, n.d.). The
prompts for communication and information on how to
address cyberbullying episodes suggest KnowBullying
could be a useful tool to assist caregivers potentially reduce
episodes of cyberbullying with their children.
Instruments
To pair the child and her or his caregiver, each pair has a
unique code from the formula of the day of the month of
child’s birthday, caregiver’s first initial, and the first number
of their street address. Both children and caregivers who
signed up received the surveys via email through Survey
Monkey after the packets were collected. For the
pre-intervention surveys, the caregivers and children were
asked to fill out their surveys before the caregivers
downloaded the KnowBullying app to use with their
children as the intervention. The caregivers and children
then took the same surveys six weeks later for comparison
with the pre-intervention surveys.
The questionnaire for the children is based on the validated
cyberbullying screening questionnaire developed by Patchin
and Hinduja with Cronbach’s alpha range of 0.892–0.935
(Patchin & Hinduja, 2015).The questionnaire consists of one
lifetime question about cyberbullying and eight questions
related to cyberbullying within the last six weeks with
responses measured on a Likert-type scale from 0 (never), 1
(once), 2 (a few times), 3 (several times), and 4 (many
times) (Patchin & Hinduja, 2015). The questionnaire for the
caregivers is based on cyberbullying and use of the
KnowBullying app. The caregiver questionnaire consists of
a lifetime cyberbullying question regarding their children
and eight questions about cyberbullying in the last six weeks
regarding their children. The final question gauges the use
of the KnowBullying app. All results are measured on a
Likert-type scale similar to the child questionnaire from 0
(never), 1 (once), 2 (a few times), 3 (several times), and 4
(many times).
Data Analysis

SPSS software was used for data analysis. Though twelve
children and caregivers signed up, only five children and
nine caregivers completed both surveys during the allotted
time. Only one of the five children had an experience with
cyberbullying, so no statistical comparison was conducted
on the child surveys. Similarly, only four caregivers noted
any knowledge of lifetime cyberbullying experiences for
their children and one caregiver noted cyberbullying
experience in the last six weeks, meaning no statistical
comparison was conducted on Questions 1 and 2 of the
caregiver surveys. Because the assumptions for a paired
t-test were not met due to the sample size, a Wilcoxon
Signed Ranks test was used to compare the pre-intervention
and post-intervention data for the caregiver surveys with the
sums of Questions 3-9 and Question 10 (Cronk, 2020). A
p-value of less than 0.05 was considered statistically
significant.
RESULTS
Child Results
The goal for the child surveys was to compare the sums of
Questions 1-9, which could range from a total of 0 to 36 as
mentioned by Patchin and Hinduja (2015) for the five
children. The questions are as follows:
1) I have been cyberbullied (someone has repeatedly
harassed, mistreated, or made fun of me online or
while using a cell phone or other electronic
devices).
2) In the last six weeks, someone posted mean or
hurtful comments about me online.
3) In the last six weeks, someone posted a mean or
hurtful picture of me online.
4) In the last six weeks, someone posted a mean or
hurtful video of me online.
5) In the last six weeks, someone created a mean or
hurtful web page about me.
6) In the last six weeks, someone spread rumors about
me online.
7) In the last six weeks, someone threatened to hurt
me through a cell phone text message.
8) In the last six weeks, someone threatened to hurt
me online.
9) In the last six weeks, someone pretended to be me
online and acted in a way that was mean or hurtful.
However, only one child (20% of the sample) had an
experience with cyberbullying prior to the study, which was
one lifetime experience with cyberbullying for a score of
one. If all five had experiences with cyberbullying, a
Wilcoxon Signed Ranks test would have been conducted to
compare the scores of the surveys before and after the
children’s caregivers used the KnowBullying app to
determine if caregiver usage of the app potentially led to a
change in cyberbullying levels in the children.
Caregiver Results
As seen in Table 1, the percentages of the answers Never
(0), Once (1), A Few Times (2), Several Times (3), and

Table 1
Caregiver Responses to Questions Related to Cyberbullying Before and After Six Weeks of Usage of the KnowBullying App
Questions

Answer Options

Percentage of Answers
Before App Usage

Percentage of Answers After Six
Weeks of App Usage

1. To your knowledge, has your child ever been
cyberbullied? (had mean or hurtful things said
to or about her or him through text messaging
or social media).

Never
Once
A Few Times
Several Times
Many Times

55.6%
0%
33.3%
11.1%
0%

55.6%
11.1%
22.5%
11.1%
0%

2. To your knowledge within the last six weeks,
has your child been cyberbullied?

Never
Once
A Few Times
Several Times
Many Times

88.9%
11.1%
0%
0%
0%

66.7%
11.1%
22.2%
0%
0%

3. Within the last six weeks, I have talked with
my child about his or her experience(s) with
cyberbullying.

Never
Once
A Few Times
Several Times
Many Times

55.6%
11.1%
33.3%
0%
0%

11.1%
55.6%
33.3%
0%
0%

4. Within the last six weeks, I have discussed
appropriate language and conduct while on
the Internet or text messaging.

Never
Once
A Few Times
Several Times
Many Times

22.2%
0%
55.6%
22.2%
0%

0%
33.3%
11.1%
44.4%
11.1%

5. Within the last six weeks, I have observed my
child for changes in her or his mood or
behavior.

Never
Once
A Few Times
Several Times
Many Times

22.2%
0%
22.2%
33.3%
22.2%

22.2%
11.1%
22.2%
44.4%
0%

6. Within the last six weeks, I have made myself
emotionally available to my child to talk to
me about being cyberbullied.

Never
Once
A Few Times
Several Times
Many Times

33.3%
11.1%
11.1%
44.4%
0%

0%
11.1%
22.2%
22.2%
44.4%

7. Within the last six weeks, I have had at least a
15-minute conversation with my child daily.

Never
Once
A Few Times
Several Times
Many Times

11.1%
0%
11.1%
0%
77.8%

0%
11.1%
22.2%
11.1%
55.6%

8. Within the last six weeks, I have encouraged
my child to have his or her own personality
and opinions.

Never
Once
A Few Times
Several Times
Many Times

11.1%
0%
11.1%
22.2%
55.6%

0%
11.1%
0%
33.3%
55.6%

9. Within the last six weeks, I have encouraged
my child to tell a trusted authority figure if
she or he is being cyberbullied.

Never
Once
A Few Times
Several Times
Many Times

55.6%
22.2%
11.1%
11.1%
0%

0%
22.2%
44.4%
22.2%
11.1%

10. Within the last six weeks, I have used the
KnowBullying app to help initiate
conversations with my child.

Never
Once
A Few Times
Several Times
Many Times

100%
0%
0%
0%
0%

22.2%
44.4%
11.1%
11.1%
11.1%

Many Times (4) is shown for Questions 1-10 pre and
post-intervention. The questions are as follows:
1) To your knowledge, has your child ever been
cyberbullied? (had mean or hurtful things said to or
about her or him through text messaging or social
media).
2) To your knowledge within the last six weeks, has
your child been cyberbullied?
3) Within the last six weeks, I have talked with my
child about his or her experience(s) with
cyberbullying.
4) Within the last six weeks, I have discussed
appropriate language and conduct while on the
Internet or text messaging.
5) Within the last six weeks, I have observed my child
for changes in her or his mood or behavior.
6) Within the last six weeks, I have made myself
emotionally available to my child to talk to me
about being cyberbullied.
7) Within the last six weeks, I have had at least a
15-minute conversation with my child daily.
8) Within the last six weeks, I have encouraged my
child to have his or her own personality and
opinions.
9) Within the last six weeks, I have encouraged my
child to tell a trusted authority figure if she or he is
being cyberbullied.
10) Within the last six weeks, I have used the
KnowBullying app to help initiate conversations
with my child.
Question 1 is a lifetime question about caregiver knowledge
of cyberbullying in their lifetimes, and Question 2 asks
about caregiver knowledge of cyberbullying over the last six
weeks with their children. Because only 4 of the 9
caregivers (44%) noted knowledge of cyberbullying in their
lifetime and 1 of 9 caregivers (11.1%) noted knowledge of
cyberbullying in the last six weeks, no statistical analysis
was done comparing the pre and post-intervention results
due to sample size. Questions 3-9 gauged communication
levels between caregivers and their children, so those scores
were combined and compared pre and post-intervention.
The scores for Questions 3 through 9 could range between
0-28 by using the same 0 (never), 1 (once), 2 (a few times),
3 (several times), and 4 (many times) scoring system as the
child survey. Question 10 scores were compared alone as it
was the only question asking about KnowBullying app
usage. The average scores for Questions 3-9
pre-intervention and post-intervention changed from
13.7778 to 17.1111, respectively (p-value = .017), and
Question 10 averages pre-intervention and post-intervention
changed from 0 to 1.4444 (p-value = .016), respectively.
The findings suggest a correlation between usage of the
KnowBullying App and an increase in caregiver and child
communication.
DISCUSSION
The caregiver results show a significant increase in
communication that occurred after caregivers downloaded

the app with the scores of Questions 3-9 increasing from
13.7778 to 17.1111 (p-value=.017) and the scores of
Question 10 increasing from 0 to 1.4444 (p-value=.016).
The results of this study suggest a positive correlation with
caregivers utilizing the KnowBullying app and increasing
communication with their children. Increased caregiver and
child communication is shown to be one of the most
effective bullying prevention measures, giving evidence that
caregiver utilization of the KnowBullying app is a tool that
can potentially prevent episodes of cyberbullying from
occurring. In addition, the KnowBullying app includes
sections of information about addressing cyberbullying and
using safeguards to prevent cyberbullying, such as
regulating screen time, knowing passwords, and
encouraging their children to come to them immediately if
there is a cyberbullying problem without fear of punishment
for confiding and communicating (“KnowBullying Mobile
App”, n.d.). Because many caregivers feel inadequately
educated or prepared to prevent and address cyberbullying
episodes, the KnowBullying app is unique in not only
encouraging more communication between caregiver and
child but also in its caregiver education about how to
prevent and address cyberbullying activity (“KnowBullying
Mobile App”, n.d.; Mishna et al., 2020).
Existing literature on the effectiveness of mobile
applications to prevent cyberbullying could not be found by
searching through Academic Search Complete, ProQuest
Central, and EBSCO eBooks databases, furthering the need
for future research on cyberbullying prevention through
mobile applications. Though the findings did show an
increase in caregiver communication in relation to app
usage, the lack of previous research on the effectiveness of
mobile applications for cyberbullying prevention means the
findings could not be compared to past research for
consistency.
Limitations
There are several limitations to consider, however. The
COVID-19 pandemic led to social distancing guidelines,
changing this project from in-person research to remote
research. The inability to interact with participants in person
likely contributed greatly to the small sample sizes. The data
collection time only ran for six weeks. The sample sizes for
both groups are quite small, and this sample came from a
small private middle school. Though bullying exists in
virtually all schools, the evidence cited in the literature
review focused largely on public school data. Further, there
could be differences among specific grade levels and gender
of the children and caregivers regarding experiences with
cyberbullying and usage of the KnowBullying app, which
the surveys in this study did not ask for. Sporting events,
pep rallies, school dances, etc. are limited or canceled
entirely due to the pandemic. The environment of school has
been altered which could impact how children interact with
one another.

Implications for School Health Education and School
Nurses
Middle school students are in a unique developmental stage
where there is significant psychological development, but
they may not see pediatricians or other providers as often as
toddlers receiving their first vaccinations and boosters or
high school students finishing vaccinations before
graduation. However, cyberbullying is more common
among middle school students than high school students,
and middle school-aged students could be in a more
psychologically vulnerable state than their high school
counterparts due to the early development of the pre-frontal
cortex during puberty (Ansary, 2020; “Preventing
Bullying”, 2019). Due to the rising suicides and self-harm
among adolescents, regular wellness visits with suicide risk
screenings could potentially save lives and improve the
mental health of middle school students. Many adolescents
only visit a primary care doctor once a year, and most
primary care providers do not screen for suicide risk (Etter
et al., 2018). Despite recommendations from The American
Academy of Pediatrics and the American Medical
Association that adolescents be screened at least annually in
primary care, screening remains inconsistent (Etter et al.,
2018). Up to 83% of adolescents who attempted suicide
were not marked as suicide risk by their primary care
doctors, indicating that suicide screening in primary care
should be more frequent (Etter et al., 2018).
Community-based suicide risk screening remains
inadequate, however, as self-reporting adolescents might
minimize or change their answers due to concern of social
acceptance (Hill et al., 2017). School-based screenings in a
more private environment could yield better results. Hilt et
al., (2018) mention that multistage suicide screening such as
the Connected Community Wellness Screen not only has
shown effectiveness in referring high-risk students to mental
health resources, but it also reduces false positive suicide
risks due to its multistage approach. By utilizing the
Connected Community Wellness Screen, 444 of the 2022
students screened (21.96%) needed mental health services
and were referred (Hilt et al., 2018). Compared to the
sensitivity of the previously used multistage screening
TeenScreen, the Connected Community Wellness Screen
showed a sensitivity of 97%, besting TeenScreen’s
sensitivity of 53.4% and indicating the Connected
Community Wellness Screen is an effective and accurate
suicide screening tool that schools can utilize to protect
adolescent students (Hilt et al., 2018). Nurses in primary
care settings and school settings can advocate for screening
tools in their practices and schools to prevent suicide in the
adolescent population. Nurses can also recommend tools
such as the KnowBullying app to help caregivers educate
themselves on preventing and addressing cyberbullying.
CONCLUSION
Middle school students are in a crucial psychosocial stage in
development, and cyberbullying is rampant among this
population. Evidence suggests enhanced communication
between caregiver and child is one of the best protective

factors against cyberbullying. The KnowBullying mobile
app aims to increase caregiver and child communication,
which could help prevent episodes of cyberbullying. In this
study there was a statistically significant increase in
communication between caregivers and their children in
relation to caregivers downloading the app. Though there
are limitations, the results seem to suggest the
KnowBullying app is effective for enhancing caregiver and
child communication, therefore possibly preventing
episodes of cyberbullying. Future studies with larger,
generalizable sample-sizes are suggested to more accurately
determine the effectiveness of mobile applications in
relation to cyberbullying prevention. The implications for
nursing practice include an increase in regular screening for
cyberbullying for middle school-aged students as well as
more school suicide and bullying prevention programs
providing tools and resources to caregivers and students to
address and prevent cyberbullying.
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